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EXECUTIVE SUMMARY

This document is the deliverable “D3.4 — LOC-OB External interfaces Analysis” of the European project
“CLUG Demonstration of Readiness for Rail” (hereinafter also referred to as “CLUG 2.0”). This
document provides a high level external interfaces safety analysis completed by a safety functional
system analysis of the LOC-OB system, identifying how the exchanged between the LOC-OB system
and its environment and the internal functional blocks shall be designed to cover the safety
requirements already identified in the previous works of the project. This analysis provides too, via an
apportionment approach, indications on the selection of safety targets expected on the input
measurement means to achieve the TFFR expected on the output functions.

The analysis is performed with the design of fault-trees according to the description of the functional
architecture of the LOC-OB. Then qualitative and quantitative analysis are provided to discuss the
impact of random failures of the input measurement modules and functional failure of the internal
functional blocks on the safety targets expected to the output functions of the system. The analysis is
performed for the two solutions of architecture provided by WP4 one with a single chain of
computation and one with two different chains of computation.

During the CLUG2.0, project only the functional architecture is defined, no detailed hardware
description will be described and analysed. The worst-case approach is followed in this analysis as for
the PHA analysis.

In conclusion, this document provides a list of safety requirements to be covered in view of the design
of a certifiable product, list of assumptions and a list of open points. The main results of this analysis
enhance the importance of safe mechanism for the LOC-OB to receive and provide information. It is
confirmed too, that the alternative solution with two diversified chains can allow easily to reach the
expected safety target of the LOC-OB. However further work shall analyse in detail, the safe
mechanism to compare and combine the results of both chains.

No part of this work may be reproduced or used in any form or by any means (graphic, electronic,
or mechanical including photocopying, recording, taping, or information storage and retrieval
systems) without the written permission of the copyright owner(s) in accordance with the terms of
the CLUG Consortium Agreement (EC Grant Agreement 101082624).
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APPLICABLE DOCUMENTS

The following documents define the contractual requirements that all project partners are required
to comply with:

e Grant Agreement N°101082624 (which includes Description of Work, Grant Preparation
Forms and annexes): This is the contract with the European Commission which defines what
has to be done, how and the relevant efforts.

e Consortium Agreement (signed version 13/04/2023): This defines our obligations towards
each other.

Each of the above documents was established at the start of the project, and copies were supplied to
each partner. Each document could potentially be updated independently of the others during the
course of the project following a prescribed process. In the event of any such update, the latest formal
issued version shall apply.

In the event of a conflict between this document and any of the contractual documents referenced
above, the contractual document(s) shall take precedence.
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SCI-*
SIL
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TCMS

TFFR

~ THR

Control, Command and Signalling

CCS Communication Network

Certifiable Localisation Unit with GNSS in the railway environment

Common Safety Methods

European Railway Agency

European Rail Traffic Management System
European Train Control System

Form Fit Functional Interface Specification
Failure Modes and Effects analysis
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Localisation Working Group

Open CCS On-board Reference Architecture
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Preliminary Hazard Analysis

Reliability, Availability, Maintainability and Safety
Standard Communication Interface
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Safety Related Application Condition

Train Control Management System
Tolerable Functional Failure Rate

Tolerable Hazard Rate
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The objective of this task is to complete the PHA defined in T3.2 by a detailed safety analysis on the
external interfaces of the system. The analysis focuses on how the data are exchanged with the
external actors and on the safety impacts of the inputs on the data computation up to the outputs of
the LOC-OB system.

According to the architectures provided by D2.3 [R9], this task identifies a list of safety requirements
on the system and particularly on the interfaces linked to a modular onboard architecture as OCORA
(Data exchanged, Standard Communication Interface, etc). However, mechanisms related to the
external interfaces (input and output functions) have not been detailed in D4.1 [R14] and the
documents provided in WP4. Thus the external safety analysis done here will be limited to the
information provided by D2.3 [R9] as done in section 2.1.

To go further in the system analysis of the LOC-OB, a safety system function analysis is provided in the
document: its objective is to identify the impact of functional blocks on the failure of the LOC-OB
system to provide safe outputs. This analysis is performed for the two architecture solutions proposed
in D4.1 [R14].

The document focuses first on an analysis based on the high-level architecture described in D2.3 [R9]
then on the architecture detailed in D4.1 [R14]. As the analysis is related to the external interfaces,
the system description stays at a high level of functional description. An alternative architecture
defined in D4.1 [R14] is also discussed.

The apportionment and the fault trees defined in this document are also a base of the analysis of D3.3
[R13].

After a remind of the LOC-OB system definition in section 2, section 3 defines the apportionment of
the safety target identified in T3.2 on the functional block of the system. This is a top-down approach
that starts from the feared events allocated to the system and defines safety target on the identified
functional blocks.

Then, section 4 gives the involvement of the input interfaces to provide the outputs of the LOC-OB
system. This is done using Fault-Tree analysis approach. Then a detailed analysis of the failure mode
of the external interfaces and the impact of random failure on the input measurements is given in
section 5, and the results of these analyses are given in section 6.
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During the CLUG2.0, project only the functional architecture is defined, no detailed hardware
description will be described and analyzed.

The worst-case approach will be followed in this analysis as for the PHA analysis.

The analyses described in this deliverable are based on a draft and stable version of D4.1 [R14], as the
official final version of this document is not yet available. However, the elements form D4.1 used in
this document (functions identification and the two functional architectures proposed) are stable and
any change on D4.1 will not significantly impact this analysis.
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The LOC-OB system definition considered in this analysis is succinctly described in the RAMS Plan
[R11], and in more detailed in the specification documents [R8] and [R9].

The main characteristics of the LOC-OB system under analysis are:

- on-board multi-sensor safe localisation system consisting of a navigation core combining GNSS,
Inertial Measurement Unit (IMU) and digital map information among others,

- continuous on-board localisation providing position, speed, movement direction acceleration and
track selectivity,

- localisation system that is operational and interoperable across the entire European rail network,

- localisation system that is compatible with European Railway Traffic Management System
(ERTMS) TSI current status and future evolutions.

As an expected component of the OCORA architecture [R5], the LOC-OB system shall follow the
principles of interfaces. and communication between components defined in OCORA [R6], which is
the more mature work to define an on-board communication network. This will be updated in the
future description of an ETCS CCS-OnBoard in subset 147.

The CCS Communication Network (CCN) allows direct communication between all CCS On-Board
components connected to it and eventually with external systems, such as the TCMS. The CCN is the
most central part of the OCORA architecture and is the basis for achieving modularity that results in
“plug & play” -like exchangeability of all identified building blocks. The CCN is a TSN Ethernet based
network with the use of SDTv2/v4 as safety layer.

The Standard Communication Interface provides data from external systems of the LOC-OB and vice-
versa. Information can be pulled, pushed, or continuously received through an interface by a defined
format over a standardized communication system, i.e., network bus.

These interfaces are specified within OCORA to ensure the modularity and interdependencies of the
different subsystems. An interface is understood in this context as a message format defining the
information that is exchanged and the procedure, protocol, or physical transmitter. The data exchange
between modular services over a centralized communication network enables efficient distribution
and usage of information and the specialization of the services, such as localisation.

Within this project, all communication between LOC-OB and the WSol shall be standardised in the
form of SCls (see [R9]).

The communication interfaces can either be an input, output or bidirectional link. SCIs can be only
accessed via the subjacent CCS Communication Network (CCN).

The following table gives a set of safety requirements related to the exchange of the information in
safety between LOC-OB and the neighbours systems.

CLUG 2.0 GA101082624 D3.4 15| 81
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LOC-0B, user equipment and provider
RA-RAMS- equipment shall use data exchange
FTA-01 mechanisms in accordance with the D2.4 See SpecSysReq[035] in [R10]
safety, security and interoperability
requirements.
LOC-OB shall provide its dataset in
RA-RAMS- | compliance with the future TSI through .
FTA-02 |the SCI - Vehicle Locator (scl-vi) | DZ# | SeeSpecSysReq(036]in [R10]
interface with a 1.0e-9 < TFFR <1.0e-8.
LOC-OB shall receive safely data sent See
from the neighbors’ on-board system
in compliance with the future TSI SpecSysReq[037],
through the dedicated SCI interfaces SpecSysReq[038],
with a 1.0e-9 < TFFR <1.0e-8. SpecSysReq[039],
RA-RAMS- D2.4 SpecSysReq[040],
FTA-03 ' SpecSysReq[041],
SpecSysReq[042],
SpecSysReq[043],
SpecSysReq[044],
SpecSysReq[045],
SpecSysReq[046] in [R10]

Table 1: Safety requirements related to SCI

2.2 Interfaces and core components

This document focuses on the functional blocks and main interfaces of the LOC-OB system, a synthesis

of these interfaces and the high-level architecture of LOC-OB is given in here, for more details see D2.3

deliverable [R9].

An overview of the interfaces is given in Figure 1 showing the input, output and bidirectional

interfaces.

Besides to link the input elements to the output, components of the LOC-OB architecture are identified

in this Figure 1. They are assigned functional responsibilities, and it is defined, which functions provide

what kind of information over which interface.
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Figure 1: Main External System Constituents and external interfaces (extract from D2.3 [R9])

A short description of the functional blocks is given in §2.5.

A detailed functional architecture Archi_1 is given in D4.1 [R14].

The Figure 2 gives the main functional modules of the LOC-OB and the data exchanged between them
that will be used in the sequel of the safety analysis. It is derived from the description of D4.1 [R14].

The same level of details is kept for the core functions (in green on Figure 2) then for the high level
architecture on Figure 1. The selection of measurement types is described in detailed functional

architecture.
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Figure 2: CLUG LOC-OB functional architecture (adapted from CLUG2.0 D4.1)

This chain of computation is composed of three types of measurements:

e GNSS + EGNOS measurements
e |IMU measurements
e Speed sensor measurements

It uses as inputs at least:

e Data from balise (received from a balise reader)
e On-board Digital Map

A short description of the functional blocks is given in §2.5.

To ensure the target of safety and availability of the LOC-OB system, it is proposed in D4.1 to add to
the previous description a second independent chain of computation and a combiner of the results of
the both chains as described in Figure 3. It is identified in this document as Archi_2.
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Figure 3: CLUG LOC-OB double chain functional architecture (adapted from CLUG2.0 D4.1)

The first chain is the one described in §2.3.

The second chain is based on a shape map matching algorithm and is composed of two types of

measurements:

e |IMU measurements
e Speed sensor measurements

Both chains use the same inputs:

e Data from balise (received from a
high performance necessity)
e On-board Digital Map

balise reader for the initialization purpose or in area with

Assumption LOC-OB-FTA-Ass-30 For analysis on the chain 2, it is assumed that the second

chain need balise information provided in

The safety related outputs of both chains a
functions.

safety by the balise reader.

re then merged by a combiner to provide the safety outputs

The second chain and the combiner function will not be detailed during the CLUG 2.0 project.

A short description of the functional blocks is given in §2.5.
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‘2.5 Functional blocks

The following table gives a list of the functions of the LOC_OB system. The output functions (identified as LOC_OB_SF-0Oxx), the input functions (identified as
LOC_OB_SF-1xx) and the bidirectional functions (identified as LOC-OB_SF-2xx) are those defined in [R9] and which appear on Figure 1 or Figure 2.

To facilitate the analysis, some identifiers are given to some internal functional blocks as LOC-OB_SF-3xx. These identifiers are added in the Figure 1 and
Figure 2. This description is also an input for the FMEA analysis of D3.3 [R13].

Functions Id Functions Short Description Origin/ Assumptions

1D position dataset with safe confidence Output function, defined in D2.3 [R9]
interval delivered with respect to the last
reference location.

Provide Safe Train Front End 1D

LOC-OB_SF-001 Position Dataset

i i 1D speed with safe confidence interval. Output function, defined in D2.3 [R9
LOC-OB_SF-002 .1D speed with safe confidence p P [RI]
interval
i i 1D acceleration with safe confidence interval. Output function, defined in D2.3 [R9
LOC-OB_SF-003 1D _ accelc_eratlon with  safe P [R9]
confidence interval.
i iti 3D position and uncertainty. Output function, defined in D2.3 [R9
LOC-OB_SF-004 Prowde_ 3D  Position  and p y P [R9]
Uncertainty
Provide 3D  Velocity and | 3D velocity and uncertainty. Output function, defined in D2.3 [R9]

LOC-OB_SF-005 Uncertainty

Provide 3D Acceleration and | 3D acceleration and uncertainty. Output function, defined in D2.3 [R9]

LOC-0B_SF-006 Uncertainty

Provide 3D Attitude (Rotational | 3D attitude and uncertainty. Output function, defined in D2.3 [R9]

LOC-OB_SF-007
- Angles) and Uncertainty

Provide  Estimated Distance | 1D distance delivered in in relation to system | Output function, defined in D2.3 [R9]

LOC-OB_SF-008 S
- Travelled (since power on) initialization.

LOC-OB acquires Map Data, e.g., topology and | Input function, defined in D2.3 [R9]
LOC_OB_SF-101 Acquire Map Data topography information, described through
objects defined within an object catalogue.

Route information is a defined sequence of track | Input function, defined in D2.3 [R9]
characteristics that determine the locked or

CLUG 2.0 GA101082624 D3.4 20| 81
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Functions Id

Functions

Short Description

planned path along the railway network
represented by a subset of Map Data.
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Origin/ Assumptions

LOC_OB_SF-103

Acquire Augmentation

The expected augmentation data shall contain
information provided by the satellite-based
augmentation system (SBAS), e.g., EGNOS,
distributed by trackside to establish the
independence of the satellite visibility.

Input function, defined in D2.3 [R9]

LOC_OB_SF-104

Acquire Train Integrity

The received data shall include information
about train integrity for two use cases:

1) LOC-OB is not installed at the front of the train
(cab anywhere);

2) if the train is always connected in regular
operation.

Input function, defined in D2.3 [R9]

LOC_OB_SF-105

Acquire static Train Configuration

Expected are the configuration, position, and
orientation of the sensors and measurement
devices mounted on the train.

Input function, defined in D2.3 [R9]

LOC_OB_SF-106

Acquire Train

Configuration

dynamic

The following information is expected: train
length, status of cabs, rigid definition of the
primary moving direction, definition of trains
front end.

Input function, defined in D2.3 [R9]

LOC_OB_SF-107

Acquire Eurobalise Telegram

The information is needed to consider passed
balises in the multi-sensor fusion, e.g., by linking
received balise information with Map Data in
the Digital Map.

Balise reader will be mandatory in OCORA, thus
the identifier and linking information of the balise
can be used to compute the localization of the
train.

Input function, defined in D2.3 [R9]

LOC_OB_SF-108

Acquire Last Reference Location

The expected information shall contain a
reference location on the track network, which
LOC-OB uses to provide relative positioning
information, e.g., distance.

Input function, defined in D2.3 [R9]

CLUG 2.0 GA101082624 D3.4
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Functions Id

Functions

Short Description
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Origin/ Assumptions

The reference location can be for example a
geographical track-bounded point (track edge
point) but also a BG.

LOC_OB_SF-109

Acquire Cold Movement

Expected information is if the train has moved
while LOC-OB was not in operation.

The LOC-OB will need this information to know
if the last location it saved, can still be
considered valid or not.

Input function, defined in D2.3 [R9]

LOC_OB_SF-201

Acquire Control Time

Expected is a reference time by a trusted and
safe source.

Input function, defined in D2.3 [R9]

LOC_OB_SF-203

Acquire and Provide Control
Diagnostics and Maintenance

LOC-OB shall provide data on its own system
status and performance and consume
diagnostics of the overall CCS-OB.

Input /Output function, defined in D2.3 [R9]

LOC_OB_SF-301

Compute Navigation (chain 1)

The navigation functionality is responsible for
the computation of localisation estimated
information by processing the standardised data
and data from external information sources. A
map-assisted multi-sensor fusion algorithm will
provide continuously the estimate of the train’s
position (absolute and relative), speed,
acceleration, track selectivity etc. (non-
exhaustive list). The resulting information is
delivered in a safe and non-safe manner to user
functions/systems.

Internal functional block, defined in D2.3 [R9] and
detailed in D4.1 [R14] and D4.6 [R19]

LOC_OB_SF-302

Compute Integrity (chain 1)

The Integrity function is composed of:

. Data Failure Detection and Exclusion
(FDE) functions that are applied to sensor
outputs and Navigation functions.

o Functions that calculate confidence
intervals  (position, speed, acceleration),
confidence status (direction, track selectivity)
and data integrity.

Internal functional block, defined in D2.3 [R9] and
detailed in D4.1 [R14] and D4.7 [R20]
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Functions Id

Functions

Short Description
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Origin/ Assumptions

LOC_OB_SF-303

System Data FDE (chain 1)

System Multiple Data Failure Detection and
Exclusion (FDE) function processes and compare
all outputs from the measurement functional
blocks in order to detect and exclude faulty
measurements.

Internal functional block, defined in D2.3 [R9] and
detailed in D4.1 [R14] and D4.6 [R19]

LOC_OB_SF-304

On-Board Measurement (chain 1)

The on-board measurement functionality is
responsible for the sensor operation, data
acquisition and processing of information on the
train movement as input to the sensor fusion
algorithm.

Internal functional block, defined in D2.3 [R9]

This is an overall function decomposed in function
LOC _OB_SF-306, LOC OB_SF-307, LOC_OB_SF-308 in
D4.1

Remark: All the kind of measurement sensors proposed
in D2.3 are not used at the same time. A combination of
only 3 sets of sensors or two sets of sensors will be
considered in the proposed solutions of D4.1.

LOC_OB_SF-305

Map Data Processing

Within the LOC-OB, the acquired Map Data
needs to be processed according to the use-case
of the navigation functionality. For example,
Map matching methodologies may be used
within the Navigation and Integrity functions.

Internal functional block, defined in D2.3 [R9] and
detailed in D4.1 [R14] and D4.10 [R23]

Assumption LOC-OB-FTA-Ass-23: This function
covered the specific processing on the map data made in
the core of the LOC-OB system. Map Data is provided by
the function LOC_OB_SF-101

LOC_OB_SF-306

GNSS and SBAS Measurement and
FDE (chain 1)

This function compiles the GNSS raw data of the
GPS and Galileo tracked satellites by the train
antenna with the SBAS Aviation Safe
augmentation data. This function provides as an
output EGNOS-augmented GNSS observables,
i.e. corrected clock and satellite positions, error
bounds for the corrections and integrity flags.
The output data rate is 1Hz. This function
associated to a FDE detects and excludes inputs
that are not in line with their nominal
distributions.

Internal functional block, defined in D2.3 [R9] and
detailed in D4.1 [R14] and D4.2 [R15]

Assumption LOC-OB-FTA-Ass-24: In this document the
measurement functions cover the sensors, measurement
algorithms and Fault detection and exclusion for a given
technology.
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Functions Id

Functions

Short Description
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Origin/ Assumptions

LOC_OB_SF-307

IMU Measurement and FDE (chain
1)

This function provides the raw measurements
from the sensors analysed to detect and to
exclude faulty ones.

Internal functional block, defined in D2.3 [R9] and
detailed in D4.1 [R14] and D4.3 [R16]

Assumption LOC-OB-FTA-Ass-24: In this document the
measurement functions cover the sensors, measurement
algorithms and Fault detection and exclusion for a given
technology.

LOC_OB_SF-308

Wheel sensors Measurement and
FDE (chain 1)

This function provides the raw measurements
from the sensors analysed to detect and to
exclude faulty ones.

Internal functional block, defined in D2.3 [R9] and
detailed in D4.1 [R14] and D4.4 [R17]

Assumption LOC-OB-FTA-Ass-24: In this document the
measurement functions cover the sensors, measurement
algorithms and Fault detection and exclusion for a given
technology.

LOC_OB_SF-309

IMU Measurement and FDE (chain
2)

This function provides the raw measurements
from the sensors analysed to detect and to
exclude faulty ones.

Second chain, internal functional block, defined in D4.1
[R14] and detailed in [R24]

LOC_OB_SF-310

Wheel sensors Measurement and
FDE (chain2)

This function provides the raw measurements
from the sensors analysed to detect and to
exclude faulty ones.

Second chain, internal functional block, defined in D4.1
[R14] and detailed in [R24]

LOC_OB_SF-311

Shape and Heading Map matching
(chain 2)

This function provides the safe 1D localisation
information by implementing a shape and
heading matching algorithm.

Second chain, internal functional block, defined in D4.1
[R14] and detailed in [R24]

LOC_OB_SF-312

Combiner

This function combines the outputs of both
chains to provide the safe outputs of the LOC-OB
i.e. the information provided by:

e [OC-OB_SF-001

e LOC-OB_SF-002

e [OC-OB_SF-003

Combiner functional block, defined in D4.1 [R14] and
D4.7 [R20]

Table 2: LOC-OB functions identification
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The first step of the analysis is to apportion the results of the Preliminary Hazard Analysis [R12] on
the functional components of the architecture. After recalling the results of the PHA, this section
describes the method followed for the apportionment and the results on the architectures described
in section 2.

=USPA

Eurapean Union Agency for the Space Pragramme

‘3.1 PHA results

The Table 3 of the feared events related to the output functions is extracted from the Preliminary
Hazard Analysis [R12]. Only the feared events related to the safety appear here, for more details see
[R12].

Functions Feared Events Comments
LOC- Fail to provide the correct In the PHA, the feared
OB_FE_03 | train orientation events are linked to
LOC- Fail to use the correct erroneous data send
OB_FE_05 | reference pointid by the LOC-OB. It is
. Fail to provide confidence assumed in PHA, that
LOC- Proylde safe interval which include the 1.0e-9 < | if outputs data are
OB_SF- 'Il'rDaln Fr%r:sifiz: LOC- real train position (measured | TFFR< | omitted by the LOC-
001 Dataset OB FE 06 distance interval and 1.0e-8 OB, the users Far)
- - position qualifier and detect the omission.
reference point id and track
edge id)
LOC- Fail to provide the correct
OB_FE_17 | track edge id
Fail to provide upper bound
. LOC- .
LOC- 1D speed with OB FE 01 speed higher than the actual | 1.0e-9 <
OB_SF- | safe confidence - - train speed TFFR <
002 interval LOC- Fail to provide the correct 1.0e-8
OB_FE_02 | train movement direction
LOC- 1'.3 acceleration Fail to provide lower bound 1.0e-9 <
OB_SF- Wlth. safe | LOC- acceleration lower than the TFFR <
confidence OB_FE_07 . .
003 interval. actual train acceleration 1.0e-8

Table 3: Risk Assessment of LOC-OB (extract from D3.2 [R12])

In the sequel, we will consider the feared events related to a 1.0e-9 < TFFR < 1.0e-8 per hour i.e.: LOC-
OB_FE_01, LOC-OB_FE_02, LOC-OB_FE_03, LOC-OB_FE_05, LOC-OB_FE_06, LOC-OB_FE_07, LOC-
OB_FE_17.
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A set of Safety requirements has been deduced from the PHA and are listed in the Table 4: Safety

requirements of LOC-OB (extract from D3.2 [R12]):

The safety of the LOC-OB shall be
RA-RAMS- | ensured and demonstrated according D2.1
01 to the Common Safety Methods [ERA '
CSM] and the [EN 50126] standard. See UR[020] in [R8]
LOC-OB shall not degrade safety
EZA-RAMS- toward odometry as defined in the | D2.1
ETCS BL3 R2. See UR[021] in [R8]
RA-RAMS- | The true train position shall be always D2.1
03 inside the confidence interval. ' See UR[022] in [R8]
RA-RAMS- | The true train speed shall be always D2.1
04 inside the confidence interval. ' See UR[023] in [R8]
RA-RAMS- | The true train acceleration shall be D2.1
05 always inside the confidence interval. ) See UR[024] in [R8]
Each localisation information shall fulfil
RA-RAMS- | safety target requirements in
. , | D21
06 accordance with the consumer’s
application requirements. See UR[025] in [R8]
RA-RAMS- | Loc-OB shall respect the standards EN D3.2
07 50121 and EN 50155. '
RA-RAMS- The track edge ID provided by LOC—.OB
08 shall always be the track edge occupied | D2.1
by the train front end real position. See UR[022] in [R8]

Table 4: Safety requirements of LOC-OB (extract from D3.2 [R12])

SUSef

gency for the Space Pragramme

The process of apportionment followed in this document is the one from the standard EN50126 [R2]
and EN50129 [R3] as referenced by TSI. More details on the method can be find in the article [R25].

The PHA has allowed to identify the risks related to the LOC-OB, to assess these risks, and then to
identify feared events allocated to the output functions (see the results in §3.1). The quantifications
related to each function (see §3.1) is the starting point of the apportionment.

Thus, a TFFR is allocated to each output functions of the system.

The following step is to apportion this TFFR to the functional blocks following the identified
architecture of the functions. This apportionment follows a logical combination of the functions.

CLUG 2.0 GA101082624 D3.4
LOC-OB External Interfaces Analysis

26 | 81



Simplified fault trees are built to perform this apportionment, then rules below are applied to define

the objectives of each functional block:

-
-

In case of OR-gate: the safety objective is equally apportioned between the functions:

TFFR_system = > TFFR_subsystems

In case of AND-gate: the safety objective depends of the time necessary to detect a failure of each

subsystem, called Safe down Rate (SDR)and is equally apportioned between functions:

TFFR_system = [] (TFFR_subsystems / SDR_subsystems) * > SDR_subsystems

Eurapean

3.3.1 Detailed system definition from D4.1

The following figures gives the high level logical decomposition for detailed architecture Archi_1 (see

§2.3):

P001

Target on Chain 1

[

P002

E001

E002

LOC_OB_SF-301 -
Compute Navigation

LOC_OB_SF-302 -
Compute Integrity

Mesure and control of the inputs

[

E003

LOC_OB_SF-303 -
Common Muitiple Data FDE

]

P003

Common components

E004

LOC_OB_SF-304 -
On-Board Measurement

E005

LOC_OB_SF-305 -
Map data processing

E006

LOC_OB_SF-107 -
Acquire Eurobalise Telegram

Figure 4: Fault-Tree for logical decomposition of the detailed architecture Archi_1 (D4.1)
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In case of one chain architecture the following apportionment is defined according to the ules defined
in section 3.2:

Element as

identified on Function Comments
Figure 4

Seven feared events are allocated at the top

P0O01 Root gate 1.0e-9 gate, a conservative target for the system is

selected.

PO01 is equally apportioned between four
EO01 LOC_OB_SF-301 0.25e-9

blocks

PO01 is equally apportioned between four
E002 LOC_OB_SF-302 0.25e-9

blocks

PO01 is equally apportioned between four
P002 0.25e-9

blocks

P002 target is apportioned mainly to the FDE
functional block, which is in charge, in a

E003 Loc_os_sF-303 0.5e-10 limited time to detect the errors of the input
measurements
P002 target is apportioned mainly to the FDE
£004 LOC_0B_SF-304 0.26-9 f.un.ctlon.al block which is in charge,.ln a
limited time to detect the errors of the input
measurements
POO3 0.256-9 P0O01 is equally apportioned between four
blocks
P003 is equally apportioned between three
E0O05 LOC_OB_SF-305 0.125e-9
blocks
£006 LOC_OB._SF-107 0.125¢-9 P003 is equally apportioned between three

blocks

Table 5: Safety target apportionment on detailed architecture (D4.1)

Thus, the following safety requirements can be issued:

Id RAMS requirements Comments
RA-App For Archi_1, the LOC_OB_SF-301 Compute
Archi_1-01 N?wgatlon function shall be designed in SIL4

with a TFFR < 0.25e-9 per hour on the output
RA-A For Archi_1, the LOC_OB_SF-302 Compute
Archipr::-oz Integrity function shall be designed in SIL4
- with a TFFR < 0.25e-9 per hour on the output
RA-A For Archi_1, the LOC_OB_SF-303 System Data
Arc-hipr:::03 FDE function shall be designed in SIL4 with a
- TFFR < 0.5e-10 per hour on the output
For Archi_1, the LOC_OB_SF-304 On-Board
RA-App- Measurement function shall be designed in
Archi_1-04 SIL4 with a TFFR < 0.2e-9 per hour on the
output
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RAMS requirements Comments
RAA For Archi_1, the LOC_OB_SF-305 Map Data
Archiprl’-os Processing function shall be designed in SIL4
- with a TFFR £0.125e-9 per hour on the output
For Archi_1l, the LOC_OB_SF-107 Acquire | This safety requirement is to
RA-App- Eurobalise Telegram function shall be | discuss in regard to the system
Archi_1-06 designed in SIL4 with a TFFR < 0.125e-9 per | which provide the Eurobalise
hour on the output Telegram.

Table 6: List of safety requirements identified for apportionment on Archi_1

3.3.2 Alternative architecture solution analysis

The following figure gives the high-level logical decomposition for alternative architecture Archi_2
(see §2.4). Gate P004 is related to the apportionment on the first chain as described in section 3.3.1
Figure 4, except for function LOC_OB_SF-305 which is common to both chains.

CLUG 2.0 GA101082624 D3.4

29| 81

LOC-OB External Interfaces Analysis



P004

Feared Events

-
-

|
P005

|
P003

Common components

EO005

LOC_OB_SF-305 -
Map data processing

E006

Acquire Eurobalise Telegram

LOC_OB_SF-107 -

Two independent chains
E007
LOC_OB_SF-312 - Conbiner function C]
[ J
' |
P001 £008
Target on Chain 1 LOC_OB_SF-311 - Chain 2
[ J
[
E001

LOC_OB_SF-301 -

E002

Compute Navigation

LOC_OB_SF-302- Poo2

Compute Integrity Mesure and control of the inputs

E003

LOC_OB_SF-303 -
Common Multiple Data FDE

E004

LOC_OB_SF-304 -
On-Board Measurement

Figure 5: Fault-Tree for logical decomposition of the alternative architecture Archi_2 (D4.1)

Some safety requirements are defined to allow an apportionment of a lower safety target to each

chain:

In case of dual chain architecture, the following apportionment is defined, under this assumption:

Assumption LOC-OB-FTA-Ass-31

architecture, and to cover RA-App-Archi_2-09, it is assumed that the combiner function can detect

For

and manage the failure of each chain in less the 30 minutes.
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Element as identified

on Figure 5 and

Function

TFFR

Comments

Seven feared events are allocated at the top gate,

PO04 Root gate 1.0e-9 a conservative target for the system is selected.
- 4 i i I
£007 LOC_OB_SF 0.36-9 P004 is equally apportioned between three blocks
312
P004 is equally apportioned between three blocks
P003 0.3e-9
- - . I
£005 LOC_OB_SF 0.156-9 P003 is equally apportioned between three blocks
305
£006 LOC_OB_SF- 0.156-9 P003 is equally apportioned between three blocks
107
P004 is equally apportioned between three blocks
P0O05 0.3e-9
POO0S5 is equally apportioned, taking into account a
£002 LOC_OB_SF- 1.7e-5 SDR of 2, which means 30min to detect and
311 e manage the failure of each chain by the combiner
see LOC-OB-FTA-Ass-31
POO05 is equally apportioned, taking into account a
POOL 1.76-5 SDR of 2, which means 30min to detect and
e manage the failure of each chain by the combiner
see LOC-OB-FTA-Ass-31
£001 LOC_OB_SF- 5 806 POO01 is equally apportioned between three blocks
301
E002 LOC_OB_SF- 5 8e6 P001 is equally apportioned between three blocks
302
P001 is equally apportioned between three blocks
P002 5.8e-6
P0O02 target is apportioned mainly to the FDE
LOC_OB_SF- functional block, which is in charge, in a limited
E008 303 0.8e-6 time to detect the errors of the input
measurements
LOC_0B_SF- P002' target is apporjcu?ned malr.1Iy t.o .the FDE
E009 304 0.5e-5 functional block which is in charge, in a limited time

to detect the errors of the input measurements

Table 7:

Safety target apportionment on detailed architecture (D4.1)
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Thus the following safety requirements can be issued:

SUSef

RA-App-
Archi_2-01

For Archi_2, the LOC_OB_SF-301 Compute
Navigation function shall be designed in SIL2
with a TFFR < 5.8e-6 per hour on the output

RA-App-
Archi_2-02

For Archi_2, the LOC_OB_SF-302 Compute
Integrity function shall be designed in SIL2
with a TFFR < 5.8e-6 per hour on the output

RA-App-
Archi_2-03

For Archi_2, the LOC_OB_SF-303 System Data
FDE function shall be designed in SIL2 with a
TFFR < 0.8e-6 per hour on the output

RA-App-
Archi_2-04

For Archi_2, the LOC_OB_SF-304 On-Board
Measurement function shall be designed in
SIL2 with a TFFR < 0.5e-5 per hour on the
output

RA-App-
Archi_2-05

For Archi_2, the LOC_OB_SF-305 Map Data
Processing function shall be designed in SIL4
with a TFFR < 0.15e-9 per hour on the output

RA-App-
Archi_2-06

For Archi_2, the LOC_OB_SF-107 Acquire
Eurobalise Telegram function shall be
designed in SIL4 with a TFFR < 0.15e-9 per
hour on the output

This safety requirements is to discuss in
regard to the system which provides the
Eurobalise Telegram.

RA-App-
Archi_2-07

For Archi_2, each chain shall provide safe
output functions with TFFR < 1.7e-5 per hour.

RA-App-
Archi_2-08

For Archi_2, the LOC_OB_SF-312 Combiner
function shall be designed in SIL4 with a TFFR
< 0.3e-9 per hour on the output

RA-App-
Archi_2-09

In case of two chains with two independent
computation functions and two independent
sets of sensors, a combiner function shall
implement a mechanism to detect and
manage the failure of each chain in a given
limited time in view to provide safe outputs.

The time to detect the failure of each
chain shall be identified in the
specification of the combiner function.

A value of half an hour as been used in
this analysis which gives conservative
value.

RA-App-
Archi_2-10

The two chains shall be designed with
independent computation functions and
independent sets of sensors.

Table 8: List of safety requirements identified for apportionment on Archi_2
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This document follows a Fault-Tree analysis approach: it is a deductive approach largely used in the
safety domain, to identify the failure of elements of the system which will lead to the top feared event.

A feared event of the system (see section3.1) is identified as the root (or top event) of the tree. Then
logical gates (in this study “OR” or “AND” gates) are selected to identify the combination of causes of
this feared event. This building is iterated until elementary events or transfer gates are reached.

Figure 6 gives the description of the graphical symbols used in the document.

P025
OR gate — the output occurs if any input occurs.
P026
AND gate — the output occurs only if all inputs occur
None
Transfer gate — transfer to a sub-tree on another page
E028 Basic event - basic failure or error in a system component or element
which requires no further development into more basic faults or failures.
®
y=None

Figure 6: Graphical symbols used in the Fault-Trees

Some qualitative and quantitative analysis can be conducted on the produced Fault-Trees and are
discussed in section 5 in view of an external interface analysis.

Thus in the sequel, some labels appear on the gate on the fault-tree:

- On basic event, for which a constant law is associated y is the probability of failure on demand
allocated to the function

- On basic event for which a normal law is associated A is the failure of the component

- Ongate:

CLUG 2.0 GA101082624 D3.4 33|81
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o T isthe mission time considered for the safety analysis: one year, 24h by day gives 8760

hours
o Listhe failure rate on this gate at T hours
o L_avg isthe mean failure rate during T

This Fault-Trees analysis will be completed by an FMEA in the document [R13].

This section gives a set of trees deriving the feared events of section 3.1 according to the high-level
architecture defined in D2.3 [R9] (see figure Figure 1). Qualitative and quantitative analyses will be

given in sections 5.2.1 and 5.3.1.
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4.2.1 Root gate

This first fault-tree contents the root gate for the LOC-OB system: it synthesizes the safety feared
events which leads to a failure of the odometric function.
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P001
Failure of LOC-OB system to provide outputs in safety

T=8760 Lavg=3.3e-09
L=3.3e-09
]
P002
SF-003 "1D acceleration with safe confidence interval."
fails to provide correct outputs
P003 T=8760 Lavg=3.3e-09

L=3.3e-09
SF-002 "1D speed with safe confidence interval"

fails to provide correct outputs

T=8760 Lavg=3.3e-09 [

L=3.3e-09 Po21 =
LOC-OB_FE_07 : Fail to provide lower bound - Ny -
acceleration lower than the actual train SF-003 fails to provide information on the
SEcabmian SCI - Vehicle Locator (SCI-VL) output interface
AN ol
7 y=1.00e-09
[ ]
P005 E002
LOC-OB_FE_01 : Fail to provide upper bound SF-002 fails to provide information on the
speed higher than the actual train speed SCI - Vehicle Locator (SCI-VL) output interface
i 2 ®
P004 y=1.00e-09

P008
SF-001 "Provide Safe Train Front End 1D Position Dataset "

fails to provide correct outputs

LOC-OB_FE_02 : Fail to provide the correct train movement direction

T=8760 Lavg=3.3e-09 A 3
L=3.3e-09
| | '
EO003
R 2014 SF-001 fails to provide information on the
LOC-OB_FE_03 : Fail to provide the correct train orientation LOC-OB_FE_05 : Fail to use the correct reference point id SCI - Vehicle Locator (SCI-VL) output interface
[ J
N 4 2N 5 ¥=1.006-09
P025
LOC-OB_FE_17 : Fail to provide the correct track edge id
PO17
AN 8

LOC-OB_FE_06 : Fail to provide confidence
interval which includes the real train position
(measured distance interval and position qualifier and reference point id and track edge id)

Figure 7: Fault-Tree for LOC-OB odometry function according to high-level architecture (D2.3)
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| 4.2.2 Feared events

This section gives the list of the Fault-Trees derived from the feared events listed in §3.1, according to

the high-level architecture from D2.3.

Some trees related to the main functions (Navigation, integrity and on-board measurement) are

defined in §4.2.3.
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A

P005

s

LOC-OB_FE_01 : Fail to provide upper bound
speed higher than the actual train speed

A

Lavg=3.3e-09
L=3.3e-09

P006

P007

LOC_OB_SF-302 "Compute Integrity" fails to
provide confidence interval on speed

LOC_OB_SF-301 "Compute Navigation" fails to
provide safe Speed

and data integrity

T=8760 Lavg=3.3e-09
L=3.3e-09

P028

LOC_OB_SF-302 Compute Integrity
fails to provide safe outputs

N 9

T=8760

Lavg=2.3e-09
L=2.3e-09

P031

LOC_OB_SF-301 Compute Navigation fails
to provide safe outputs

N

Figure 8: Fault-Tree for LOC_OB_FE_01 according to high-level architecture (D2.3)

CLUG 2.0 GA101082624 D3.4
LOC-OB External Interfaces Analysis

37|81

10




USrFl A

Eurapean Union Agency for the Space Pragramme

P00S 1

LOC-OB_FE_02 : Fail to provide the correct train movement direction

T=8760 Lavg=3.3e-09
L=3.3e-09

l

P009

P010
LOC_OB_SF-302 "Compute Integrity" fails to

LOC_OB_SF-301 "Compute Navigation" fails to
provide Safe direction

provide confidence status
and data integrity

T=8760 Lavg=3.3e-09 T=CHED RigREEalD
L=3.3¢-09 Hee.aedd

P028

LOC_OB_SF-302 Compute Integrity
fails to provide safe outputs

P031

LOC_OB_SF-301 Compute Navigation fails
to provide safe outputs

£ g N 10

Figure 9: Fault-Tree for LOC_OB_FE_02 according to high-level architecture (D2.3)
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PO11

LOC-OB_FE_03 : Fail to provide the correct train orientation

T=8760 ﬂ

A

Lavg=3.3e-09
L=3.3e-09

P012

LOC_OB_SF-302 "Compute Integrity" fails to
provide confidence status
and data integrity

T=8760

Lavg=3.3e-09
L=3.3e-09

P028

LOC_OB_SF-302 Compute Integrity
fails to provide safe outputs

N\

P013

LOC_OB_SF-301 "Compute Navigation" fails to
provide train orientation

Lavg=2.3e-09
L=2.3e-09

T=8760

P031

LOC_OB_SF-301 Compute Navigation fails
to provide safe outputs

AN

Figure 10: Fault-Tree for LOC_OB_FE_03 according to high-level architecture (D2.3)
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PO14 1

LOC-OB_FE_05 : Fail to use the correct reference point id

T=8760 Lavg=3.3e-09
L=3.3e-09
I
P015
" R R PO16
LOC_OB_SF-302 "Compute Integrity” fails to
use and provide the reference point LOC_OB_SF-301 "Compute NaVigation“ fails to
use and provide the reference point
T=8760 Lavg=3.3e-09
L=3.3e-09 T=8760 Lavg=2.3e-09
L=2.3e-09
P028 P031
LOC_OB_SF-302 Compute Integrity LOC_OB_SF-301 Compute Navigation fails
fails to provide safe outputs to provide safe outputs

AN : 7N 10

Figure 11: Fault-Tree for LOC_OB_FE_05 according to high-level architecture (D2.3)
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P017

LOC-OB_FE_06 : Fail to provide confidence
interval which includes the real train position

(measured distance interval and position qualifier and reference point id and track edge id)

T=8760

Lavg=3.3e-09
L=3.3e-09

P018

LOC_OB_SF-302 "Compute Integrity" fails to
provide Minimum Safe Along-track FE position

T=8760 Lavg=3.3e-09
L=3.3e-09

P028

LOC_OB_SF-302 Compute Integrity
fails to provide safe outputs

7 9

P019

P020

LOC_OB_SF-302 "Compute Integrity" fails to
provide Maximum Safe Along-track FE position

LOC_OB_SF-301 "Compute Navigation" fails to
provide Estimated position

T=8760

Lavg=3.3e-09
L=3.3e-09

P028

LOC_OB_SF-302 Compute Integrity
fails to provide safe outputs

AN

T=8760 Lavg=2.3e-09
L=2.3e-09

P031

LOC_OB_SF-301 Compute Navigation fails
to provide safe outputs

N 10

Figure 12: Fault-Tree for LOC_OB_FE_06 according to high-level architecture (D2.3)
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P021 1

LOC-OB_FE_07 : Fail to provide lower bound
acceleration lower than the actual train

acceleration

Lavg=3.3e-09
L=3.3e-09

T=8760

P022

SF-003 "1D acceleration with safe confidence interval."

fails to provide correct outputs

Lavg=3.3e-09
L=3.3e-09

T=8760

=USPA
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P023

LOC_OB_SF-302 "Compute Integrity" fails to
provide confidence interval on acceleration
and data integrity

Lavg=3.3e-09
L=3.3e-09

T=8760

P028

LOC_OB_SF-302 Compute Integrity
fails to provide safe outputs

AN 9

P024

LOC_OB_SF-301 "Compute Navigation" fails to
provide safe Acceleration

T=8760

Lavg=2.3e-09
L=2.3e-09

P031

LOC_OB_SF-301 Compute Navigation fails
to provide safe outputs

CLUG 2.0 GA101082624 D3.4
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JZAN 10

4281

E002

SF-002 fails to provide information on the
SCI - Vehicle Locator (SCI-VL) output interface

Figure 13: Fault-Tree for LOC_OB_FE_07 according to high-level architecture (D2.3)
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P025

LOC-OB_FE_17 : Fail to provide the correct track edge id

A

L=3.3e-09

Lavg=3.3e-09

P026

LOC_OB_SF-302 "Compute Integrity" fails to
provide confidence status
and data integrity

T=8760

Lavg=3.3e-09
L=3.3e-09

P028

LOC_OB_SF-302 Compute Integrity
fails to provide safe outputs

2N 9

CLUG 2.0 GA101082624 D3.4
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P027

LOC_OB_SF-301 "Compute Navigation" fails to
provide track edge id

T=8760

Lavg=2.3e-09
L=2.3e-09

P031

LOC_OB_SF-301 Compute Navigation fails
to provide safe outputs

N

Figure 14: Fault-Tree for LOC_OB_FE_17 according to high-level architecture (D2.3)

43|81




-
-

Eurapean Union Agency for the Space Pragramme

‘4.2.3 Common functional blocks

Some assumptions are made in regards of the internal functional architecture described in D2.3 (see Figure 1):

Assumption 1: The integrity module uses the outputs from the Navigation module.

Assumption 2: It is assumed that only 3 of the 4 possible measurement systems is used.
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Figure 15: Fault-Tree for LOC_OB_SF_302 Compute integrity according to high-level architecture (D2.3)

P028 2
3
LOC_OB_SF-302 Compute Integrity |4
fails to provide safe outputs g
74
T=8760 Lavg=3.3e-09 8
L=3.3e-09
I I
E004 P030
Compute integrity algorithm fails Compute integrity fails to use the correct
to compute correct confidence interval P029 Map Data processing outputs data
® E005 Compute integrity fails to use the correct T=8760 Lavg=1.5e-09
A=2.50e-10 Compute integrity uses wrong Compute Navigation data L=1.5e-09
Time data
T=8760 Lavg=2.6e-09
E006 L=2.6e-09 [
A=2.50e-10
SF-1xx fails to receive information from CCN E007
® Compute integrity algorithm fails
y=1.00e-09 P033 to use the correct Map Data
LOC_OB_SF-303 Data Failure Detection
and Exclusion (FDE) functions | A=2.50e-10
fails to control sensors outputs P031
1 LOC_OB_SF-301 Compute Navigation fails
to provide safe outputs E009
E008 p LOC_OB_SF-305 Map Data Processing fails
Comptte integrity algorithm fails to provide safe outputs
to use the correct Navigation data [ )
A=1.25e-09
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EO11

Compute Navigation algorithm fails
to compute correct data

A=2.50e-10

LOC_OB_SF-303 Data Failure Detection
and Exclusion (FDE) functions
fails to control sensors outputs

2N

CLUG 2.0 GA101082624 D3.4
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1"

il
P031 2
3
LOC_OB_SF-301 Compute Navigation fails (4
to provide safe outputs g
7
T=8760 Lavg=2.3e-09 8
L=2.3¢-09 °

|
P032
Compute Navigation fails to use the correct
Map Data processing outputs data
E006
3 — - Lavg=1.5e-09
SF-1xx fails to receive information from CCN E010 L=1 56-09
® Compute Navigation uses wrong
Ll Time data
A=2.50e-10
P033 | |
E012 E009

Compute Navigation algorithm fails
to use the correct Map Data

LOC_OB_SF-305 Map Data Processing fails
to provide safe outputs

A=2.50e-10
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Figure 16: Fault-Tree for LOC_OB_SF_301 Compute Navigation according to high-level architecture (D2.3)
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i
P033 9
10
LOC_OB_SF-303 Data Failure Detection
and Exclusion (FDE) functions
fails to control sensors outputs
T=8760 Lavg=3.5e-10
L=3.5e-10
I
E006
SF-1xx fails to receive information from CCN
[ ) — P034 E014
=1.00e-09 i
Y= FDE algofittens fails FDE fails to use the correct FDE.uses wrong
On-Board measurement outputs data Time data
to compute correct data
T=8760 Lavg=2.5¢-10 ')\_5 oot
A=5.00e-11 L=2.5e-10 FaLaes
[ I
EO015 E016
LOC_OB_SF-304 On-board Measurement fails FDE algorithm fails
to provide safe outputs to use the correct on-board measurement data
® [ J
A=2.00e-10 A=5.00e-11

Figure 17: Fault-Tree for LOC_OB_SF_303 FDE according to high-level architecture (D2.3)
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4.3 Fault-Tree: based on detailed system definition from D4.1

This section gives a refinement of the fault trees given in § 4.2 according to the detailed functional

architecture from D4.1 (see § 2.3). Qualitative and quantitative analyses will be given in sections
5.2.2and 5.3.2.

A set of open points (initialized from the analysis of the information from CLUG 1.0 D3.1.5 [R7]) are
given for each fault tree.

4.3.1 Root gate
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P001
Failure of LOC-OB system to provide outputs in safety

T=8760 L=1.4e-07
Lavg=1.4e-07
]
P002
SF-003 "1D acceleration with safe confidence interval."
fails to provide correct outputs
T=8760 L=1.4e-07
Lavg=1.4e-07
P003
SF-002 "1D speed with safe confidence interval" [
fails to provide correct outputs P022
T=8760 L=1.4e-07 LOC-OB_FE_07 : Failto provide lower bound
Lavg=1.4e-07 acceleration lower than the actual train E001
acceleration SF-003 fails to provide information on the
7N = SCI - Vehicle Locator (SCI-VL)
I
P005
004 LOC-OB_FE_01 : Fail to provide upper bound speed higher than the actual train speed E002
2 SF-002 fails to provide information on the
SF-001 "Provide Safe Train Front End 1D Position Dataset " 2 SCI - Vehicle Locator (SCI-VL) output interface
fails to provide correct outputs P008
T=8760 | =1.4e07 LOC-OB_FE_02 : Fail to provide the correct train movement direction
Lavg=1.4e-07 Q 3
E003
P0O10 SF-001 fails to provide information on the
= - R RO SCI - Vehicle Locator (SCI-VL) output interface
LOC-OB_FE_03 : Fail to provide the correct train orientation L IrEls e e e e o
4
AN N 5
P025
LOC-OB_FE_17 : Fail to provide the correct track edge id
Fols AN 8

LOC-OB_FE_06 : Fail to provide confidence
interval which includes the real train position
(measured distance interval and position qualifier and reference point id and track edge id)

X, 6

Figure 18: Fault-Tree for LOC-OB odometry function according to detailed architecture (D4.1)
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‘4.3.2 Feared events

LOC-OB_FE_01 : Fail to provide upper bound speed higher than the actual train speed

T=8760

L=1.4e-07
Lavg=1.4e-07

P006

P0O07

LOC_OB_SF-302 "Compute Integrity" fails to

provide Safe Overestimation of the estimated Speed

LOC_OB_SF-301 "Compute Navigation" fails to
provide Estimated Safe Along-track Speed

T=8760

L=1.4e-07
Lavg=1.4e-07

P028

LOC_OB_SF-302 Compute Integrity
fails to provide safe outputs

AN

T=8760

L=1.4e-07
Lavg=1.4e-07

P031

LOC_OB_SF-301 Compute Navigation fails
to provide safe outputs

7%

Figure 19: Fault-Tree for LOC_OB_FE_01 according to detailed architecture (D4.1)
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PO08

LOC-OB_FE_02 : Fail to provide the correct train movement direction

T=8760

L=1.4e-07
Lavg=1.4e-07

P009

LOC_OB_SF-301 "Compute Navigation" fails to
provide Safe direction

T=8760

L=1.4e-07
Lavg=1.4e-07

P031

LOC_OB_SF-301 Compute Navigation fails
to provide safe outputs

Z X

10

Figure 20: Fault-Tree for LOC_OB_FE_02 according to detailed architecture (D4.1)
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P010

LOC-OB_FE_03 : Fail to provide the correct train orientation

T=8760 L=1.4e-07
Lavg=1.4e-07

PO11

P012

LOC_OB_SF-302 "Compute Integrity" fails to
provide confidence status
and data integrity

LOC_OB_SF-301 "Compute Navigation" fails fails to
provide train orientation

T=8760

T=8760 L=1.4e-07
Lavg=1.4e-07

P028

LOC_OB_SF-302 Compute Integrity
fails to provide safe outputs

AN 9

Figure 21: Fault-Tree for LOC_OB_FE_03 according to detailed architecture (D4.1)

L=1.4e-07
Lavg=1.4e-07

P031

LOC_OB_SF-301 Compute Navigation fails
to provide safe outputs

CLUG 2.0 GA101082624 D3.4
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PO13 1
LOC-OB_FE_05 : Fail to use the correct reference point id

T=8760 L=1.4e-07
Lavg=1.4e-07

PO14

LOC_OB_SF-301 "Compute Navigation" fails to
use and provide the reference point

T=8760 L=1.4e-07
Lavg=1.4e-07
[ |
P015 P016
LOC_OB_SF-301 "Compute Navigation" fails to LOC_OB_SF-301 "Compute Navigation" fails to use and
use and proivide Balise ID provide MapNode ID
T=8760 L=0.0e+00 T=8760 L=1.4e-07
Lavg=0.0e+00 Lavg=1.4e-07

P017
Safe digital Map module fails to provide correct information
P031
T=8760 L=1.3e-09
LOC_OB_SF-301 Compute Navigation fails Lavg=1.26-09
E004 to provide safe outputs
SF-1xx fails to receive information from CCN 2 10 |
E005
Safe digital Map module fails to compute correct information
[ J

A=1.25e-09

E004
SF-1xx fails to receive information from CCN

Figure 22: Fault-Tree for LOC_OB_FE_05 according to detailed architecture (D4.1)
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P018

LOC-OB_FE_06 : Fail to provide confidence
interval which includes the real train position

(measured distance interval and position qualifier and reference point id and track edge id)

T=8760 L=1.4e-07
Lavg=1.4e-07

P020

P019

P021

LOC_OB_SF-302 "Compute Integrity" fails to

LOC_OB_SF-302 "Compute Integrity" fails to
provide Safe Overestimation of the estimated distance

LOC_OB_SF-301 "Compute Navigation" fails to
provide Estimated Safe Along-track position

provide Safe Underestimation of the estimated distance
T=8760 L=1.4e-07 T=8760 L=1.4e-07
Lavg=1.4e-07 Lavg=1.4e-07
P028 P028

LOC_OB_SF-302 Compute Integrity
fails to provide safe outputs

N 9

LOC_OB_SF-302 Compute Integrity
fails to provide safe outputs

2% 9

T=8760 L=1.4e-07
Lavg=1.4e-07

P031

LOC_OB_SF-301 Compute Navigation fails
to provide safe outputs

AN 10

Figure 23: Fault-Tree for LOC_OB_FE_06 according to detailed architecture (D4.1)

CLUG 2.0 GA101082624 D3.4

LOC-OB External Interfaces Analysis

53| 81




sUsPA M

Eurapean Union Agency for the Space Programm

P022 1

LOC-OB_FE_07 : Fail to provide lower bound
acceleration lower than the actual train
acceleration

T=8760 L=1.4e-07
Lavg=1.4e-07

P023

P024

LOC_OB_SF-302 "Compute Integrity" fails to
provide Safe Underestimation of the estimated Acceleration

LOC_OB_SF-301 "Compute Navigation" fails to
provide Estimated Safe Along-track Acceleration

T=8760 L=1.4e-07
Lavg=1.4e-07 T=8760 L=1.4e-07
Lavg=1.4e-07
[
PO28 P031
LOC_OB_SF-302 Compute Integrity LOC_OB_SF-301.Compute Navigation fails
fails to provide safe outputs R
AN 10

AN

Figure 24: Fault-Tree for LOC_OB_FE_07 according to detailed architecture (D4.1)
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P025 1
LOC-OB_FE_17 : Fail to provide the correct track edge id

T=8760 L=1.4e-07
Lavg=1.4e-07

P026 PO27
LOC_OB_SF-302 "Compute Integrity" fails to LOC_OB_SF-301 "Compute Navigation" fails to
provide TrackEdge ID provide TrackEdge ID
T=8760 L=1.4e-07 T=8760 L=1.4e-07
Lavg=1.4e-07 Lavg=1.4e-07
P028 P031
LOC_OB_SF-302 Compute Integrity LOC_OB_SF-301 Compute Navigation fails
fails to provide safe outputs to provide safe outputs

N 9 N\ 10

Figure 25: Fault-Tree for LOC_OB_FE_17 according to detailed architecture (D4.1)
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4.3.3 Common functional blocks

E004
SF-1xx fails to receive information from CCN

E007

P028 ?
4
LOC_OB_SF-302 Compute Integrity |6
fails to provide safe outputs L
T=8760 L=1.4e-07
Lavg=1.4e-07
E006 P029
Compute integrity algorithm fails Compute integrity fails to use the correct
to compute correct confidence intervals Compute Navigation data
[ J
12250610 T=8760 L=14e-07
Lavg=1.4e-07
]
P030
RS All Kalman Matrix are wrong
LOC_OB_SF-303 System Data FDE function E008 T=5780 A deT
v = =1.4e
fails to control sensors outputs Compute integrity algorithm fails Lavg=1.4e-07
A 1 to use the correct Navigation data
A=2.50e-10
P031
LOC_OB_SF-301 Compute Navigation fails
to provide safe outputs
A 10

Figure 26: Fault-Tree for Compute integrity according to detailed architecture (D4.1)
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P031 ;
3
LOC_OB_SF-301 Compute Navigation fails |4
to provide safe outputs g
7
T=8760 L=1.4e-07 8
Lavg=1.4e-07 9
o E010
— : ; P032 Compute Navigation uses wrong
Lomputs Navigationaliorthon fails Compute navigation fails to use the correct internal Time data
to compute correct data s
® Map Data processing outputs data
A=2.50e-10 T=8760 L=2.5e-09
E004 Lavg=2.5e-09
SF-1xx fails to receive information from CCN
P035
LOC_OB_SF-303 System Data FDE function
fails to control sensors outputs
2N 11
]
E012
LOC_OB_SF-305 Map Data Processing fails
EO11 to provide safe outputs
Compute navigation algorithm fails ®
to use the correct Map Data A=1.25e-09
A=1.25e-09

Figure 27: Fault-Tree for Compute Navigation according to detailed architecture (D4.1)
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P035 j:

10
LOC_OB_SF-303 System Data FDE function
fails to control sensors outputs
P036 EO16
- System Data FDE fails to use the correct Systemibaia FDE(Ses wofg
On-Board measuement outputs data internal Time data
System Data FDE algorithms fails
to compute correct data
[ ]
A=5.00e-10
]
E017
System Data FDE algorithm fails
S to use the comrect on-board measurement data
SF-1xx fails to receive information from CCN ®

P037 A=5.00e-10

LOC_OB_SF-304 On-board Measurement fails
to provide safe outputs

23
! |
P038
GNSS and EGNOS inf i ided b RO -
a information provided by = "
Onboard measurement are wro IMU information provided by Bigs! iy - >
ng Onrboard measurement are wrong
On-board measurement are wrong
EO18
FDE GNSS does not [
detect emors on GNSS and EGNOS data E019 E020
[ ) Wheel sensors providesd wrong data EDE wheel sensor does not
A=2.00e-06
T=8760 [ ] detect errors on wheel data
A=1.00e-03
T=8760
EO021 | | A=1.00e-03
- = T=8760
GNSS and EGNOS provide wrong data F022
[ IMU provides wrong data FDE IMU)/does rot
A=2.00e-06 detect errors on IMU data
T=8760
A=2.00e-06

[ J
T=8750 A=2.00e-06

Figure 28: Fault-Tree for FDE according to detailed architecture (D4.1)
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4.3.4 Openissues and assumptions

This section sum-up the list of open issues defined in §4.3.1 and §4.3.3 and to be covered in the final
version of this document. This list has been initialized from the analysis of the information from

CLUG 1.0 D3.1.5 [R7].

Identifier Description Status Comments
OP_01_all CLUG2.0 D4.1 does not describe the Updated
output functions of the LOC-OB system
OP_02_all CLUG2.0 D4.1 does not describe how
. . Updated
input functions are used
In CLUG2.0 D4.1 time data are defined by
oP_03_all the. track edge ID and the Iocali.satio.n Updated
fusion modules, then an evaluation is
done by the integrity component
In D4.1, it corresponds
to “Safe
Closed Overestimation of the
estimated Speed”
output of the integrity
function
InD4.1, it
corresponds to “Safe
Closed Direction” output of
the navigation
function
In D4.1, it corresponds
Closed to “Safe Direction”
output of the
navigation function
OP_01_LOC-OB_FE_03 In (?LUGZ.O D4.1 Train orientation is not Updated
defined
Covered by
Closed OP_01_LOC-
OB_FE_03
OP_01_LOC-OB_FE_05 In CLQGZ.O D4.1 Reference point is not Updated
described
In D4.1, it corresponds
to “Balise ID” and
Closed “MapNodeld” output
of the navigation
function
In D4.1, Track Edge ID
is provided by the core
Closed navigation  function
and check by the
integrity function
In D4.1, FDE system
Closed provides inputs to

Control integrity
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Identifier

Description Status

Comments
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Closed Confirmed in D4.1
Closed Confirmed in D4.1

To clarify which time is used and provided

by FDE functions, as the one provided by

OP_01_FDE GNSS is not the one shared with the users Updated
or other inputs
Simplification for the

Closed D4.1 version

Table 9: Open issues related to the Fault tree analysis
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‘4.4 Alternative architecture solution analysis

This section gives the upper-level analysis of the dual chain according to the proposals of D4.1 and
§2.4. Qualitative and quantitative analyses will be given in sections 5.2.3 and 5.3.3.

Event E002 is related to the top gate of the first chain as described in § 1.1 Event EQ03 is not detailed
in this analysis.
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P001
Failure of LOC-OB system to provide outputs in safety
T=8760 L=5.9e-10
Lavg=5.9e-10
I
E001
P002 P003
LOC_OB_SF-312 " Combiner engine" fails to combine outputs
of the both chains and to provide outputs in safety Both chains fail to provide outputs in safety Common:campanets
® . T=8760 [=2.9e-10 T8 s
Yoaake- Lavg=2.9e-10 Ll
I
| | E004
E002 £003 LOC_OB_SF-305 -Map Data Processing
i i i i fails to provide safe output
Chain 1 fails to provide outputs in safety Chain 2 falls to provide outputs In safety p p
® [
A=1.70e-05 ® A=1.50e-10
’ T=05 A=1.70e-05
’ T=0.5
E005
LOC_OB_SF-107 -
Acquire Eurobalise Telegram Map Data
Processing fails to receive information from CCN
®
A=1.50e-10

Figure 29: Fault-Tree for the dual chain according to alternative architecture (D4.1)
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5.1 Methods

The analysis performed in this to document aims to identify the role of the input information to
produce safe output functions according to the fault trees defined in the previous section.

The analysis takes, in each case, as top gate the root gates (see §4.2.1 Figure 7 and § 4.3.1 Figure 18)
which synthesis the feared events identified in §3.1.

The first method chosen is a qualitative approach commonly called “minimal cut set evaluation” which
allow to evaluate the minimal combination of events which cause the failure of the top event of the

tree. Minimal cut sets are a list of minimal (necessary and sufficient) component failed states which
cause the system failure mode.

The second method chosen is a quantitative approach which allow to evaluate the system failure rate
according to the failure rate for each component. The probability law use for this analysis is the
exponential law dedicated to unrepairable components. Thus, the probability of failure of the top
event of a tree is computed following the exponential law: Q(t) = 1 — e~ *t,

For the quantification of the tree, the worst case is considered with a use of the system 24h by day,
365 days by year, i.e., 8760 hours. It is assumed that all the failure are detected continuously.

‘5.2 Qualitative analysis

|5.2.1 High level system definition from D2.3

The table below contains all the min cuts of order 1: the failure of each event of this table shall lead
to the failure of the root event of the system.

Description Comments
SF-003 fails to provide information on the | See RA-RAMS-FTA-02
EO01 SCI - Vehicle Locator (SCI-VL) output
interface
SF-002 fails to provide information on the | See RA-RAMS-FTA-02
E002 SCI - Vehicle Locator (SCI-VL) output
interface
SF-001 fails to provide information on the | See RA-RAMS-FTA-02
E003 SCI - Vehicle Locator (SCI-VL) output
interface
004 Compute integrity algorithm fails to | See BA-App-Archi_l-OZ and RA-App-
compute correct confidence interval Archi_2-02 and RA-RAMS-03
See RA-RAMS-FTA-01 and RA-RAMS-
EOQO5 Compute integrity uses wrong Time data
FTA-04
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Description Comments
SF-1xx fails to receive information from | See RA-RAMS-FTA-03
E006
CCN
Compute integrity algorithm fails to use the | See RA-App-Archi_1-02 and RA-App-
EQ07 .
correct Map Data Archi_2-02
E008 Compute integrity algorithm fails to use the | See RA-App-Archi_1-02 and RA-App-
correct Navigation data Archi_2-02
E009 LOC_OB_SF_305 Map Data Processing fails | See RA-App-Archi_1-05 and RA-App-
to provide safe outputs Archi_2-05
EO10 Compute Navigation uses wrong Time data IS:.?_Z_:: RAMS-FTA-01 and RA-RAMS
Compute Navigation algorithm fails to | See RA-App-Archi_1-01 and RA-App-
EO11 .
compute correct data Archi_2-01
Compute navigation algorithm fails to use | See RA-App-Archi_1-01 and RA-App-
E012 .
the correct Map Data Archi_2-01
System Data FDE algorithms fails to | See RA-App-Archi_1-03 and RA-App-
E013 .
compute correct data Archi_2-03
E014 FDE uses wrong Time data see RA-RAMS-FTA-01 and RA-RAMS-
FTA-04
EO15 LOC_OB_SF_304 On-board Measurement | See RA-App-Archi_1-04 and RA-App-
fails to provide safe outputs Archi_2-04
E016 FDE algorithm fails to use the correct on- | See RA-App-Archi_1-03 and RA-App-
board measurement data Archi_2-03

Table 10: Minimal cut of order 1 from High Level analysis
From the description of the architecture made in D2.3 (see Figure 1):

e It is confirmed that the output functions shall provide information according to a safe
protocol, see RA-RAMS-FTA-02.

e The exchange of information shall be made according on a common time management
compatible with interoperability, see RA-RAMS-FTA-01 and RA-RAMS-FTA-04.

e Input function shall acquire information according to a safe protocol, see RA-RAMS-FTA-03,
however the architecture description does not allow to identify which input information is
mandatory. Failure of an input function SF-1XX covered both the cases of omission and
incorrect processing of the acquisition function.

e Each function is considered as a black-box, meaning that a failure of one of these function
leads directly to the failure of the LOC-OB system: the safety requirements related to the
apportionment in section 3 are confirmed (see Table 18 and Table 19).
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5.2.2 Detailed system definition from D4.1

The table below contains all the min cuts of order 1: the failure of each event of this table shall lead
to the failure of the root event of the system.

CLUG 2.0 GA101082624 D3.4
LOC-OB External Interfaces Analysis

64|81



Description

Comments

EOO1

SF-003 fails to provide information on the
SCI - Vehicle Locator (SCI-VL)

See RA-RAMS-FTA-02

E002

SF-002 fails to provide information on the
SCI - Vehicle Locator (SCI-VL) output
interface

See RA-RAMS-FTA-02

EOO03

SF-001 fails to provide information on the
SCI - Vehicle Locator (SCI-VL) output
interface

See RA-RAMS-FTA-02

EO004

SF-1xx fails to receive information from
CCN

See RA-RAMS-FTA-03

EOO5

Safe digital Map module fails to compute
correct information

See RA-App-Archi_1-05 and RA-App-
Archi_2-05

EOO6

Compute integrity algorithm fails to
compute correct confidence intervals

See RA-App-Archi_1-02 and RA-App-
Archi_2-02 and RA-RAMS-03

EOO07

Compute integrity uses wrong internal
Estimated timestamp

See RA-App-Archi_1-02 and RA-App-
Archi_2-02

EO08

Compute integrity algorithm fails to use the
correct Navigation data

See RA-App-Archi_1-02 and RA-App-
Archi_2-02

EO09

Compute Navigation algorithm fails to
compute correct data

See RA-App-Archi_1-01 and RA-App-
Archi_2-01

EO10

Compute Navigation uses wrong internal
Time data

See RA-RAMS-FTA-01 and RA-RAMS-
FTA-04

EO11

Compute navigation algorithm fails to use
the correct Map Data

See RA-App-Archi_1-01 and RA-App-
Archi_2-01

EO12

LOC_OB_SF_305 Map Data Processing fails
to provide safe outputs

See RA-App-Archi_1-05 and RA-App-
Archi_2-05

EO15

System Data FDE algorithms fails to
compute correct data

See RA-App-Archi_1-03 and RA-App-
Archi_2-03

EOl6

System Data FDE uses wrong internal Time
data

See RA-App-Archi_1-03 and RA-App-
Archi_2-03

EO17

System Data FDE algorithm fails to use the
correct on-board measurement data

See RA-App-Archi_1-03 and RA-App-
Archi_2-03

Table 11: Minimal cut of order 1 according to detailed architecture (D4.1)

Four others minimal cut sets have been calculated at order 4: the failure of the 4 events of each set

shall lead to the failure of the root event of the system.

Description

Comments

EO18

FDE GNSS does not detect errors on GNSS
and EGNOS data

EO19

Wheel sensors provides wrong data

E020

FDE wheel sensor does not detect errors on
wheel data
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Description Comments
E021 GNSS and EGNOS provide wrong data
EO019 Wheel sensors provide wrong data
FDE wheel sensor does not detect errors on
E020
wheel data
E022 IMU provides wrong data
£023 FDE IMU does not detect errors on IMU
data
E018 FDE GNSS does not detect errors on GNSS
and EGNOS data
E021 GNSS and EGNOS provide wrong data
E022 IMU provides wrong
£023 zzfa IMU does not detect errors on IMU

Table 12: Minimal cut of order 2 according to detailed architecture (D4.1)

From the description of the architecture made in CLUG 1.0 (see Figure 2):

It is confirmed that the output functions shall provide information according to a safe
protocol, see RA-RAMS-FTA-02.

The exchange of information shall be according on a common time management compatible
with interoperability, see RA-RAMS-FTA-01 and RA-RAMS-FTA-04.

Input function shall acquire information according to a safe protocol, see RA-RAMS-FTA-03,
however the architecture description does not allow to identify which input information is
mandatory.

Each function is considered as a black-box, meaning that a failure of one of these function
leads directly to the failure of the LOC-OB system: the safety requirements related to the
apportionment in section 3 are confirmed (see Table 18 and Table 19).

All the kind of measurement sensors proposed in D2.3 are not used at the same time. A
combination of only 3 sets of sensors or two sets of sensors will be considered in the proposed
solutions of D4.1. It is considered that at least two different kinds of measurement (on three
if there are three sets in input) are needed as input of the LOC-OB at a given time. Assuming
that failure rates of the GNSS measurement and the IMU measurement are 2.00e-6 per hour
(see LOC-OB-FTA-Ass-27 and LOC-OB-FTA-Ass-28), and the wheel sensor measurement is
1.00e-3 per hour (see LOC-OB-FTA-Ass-29), the probability to have a failure of the LOC-OB
system is higher in the case of wheel sensors are used. Solutions including at least GNSS and
IMU solution available at any time shall be preferred to reach the safety target expected on
the outputs.
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5.2.3 Alternative architecture solution analysis from D4.1

The table below contains all the min cuts of order 1: the failure of each event of this table shall lead

to the failure of the root event of the system.

Description Comments

LOC_OB_SF-312 " Combiner engine" failsto | See RA-App-Archi_2-08 and RA-App-
E001 combine outputs of the both chains and to | Archi_2-09

provide outputs in safety

LOC_OB_SF-305 -Map Data Processing fails | See RA-App-Archi_1-05 and RA-App-
E004 . .

to provide safe output Archi_2-05

LOC_OB_SF-107 - Acquire Eurobalise | See RA-App-Archi_1-06 and RA-App-
E005 Telegram Map Data Processing fails to | Archi_2-06

receive information from CCN

Table 13: Minimal cut of order 1 according to alternative architecture (D4.1)

One minimal cut set has been calculated at order 2: the failure of the 2 events of the set shall lead to
the failure of the root event of the system.

Description

002 Chain 1 fails to provide outputs in
safety

E003 Chain 2 fails to provide outputs in
safety

Comments

See RA-App-Archi_2-07 and RA-
App-Archi_2-10

Table 14: Minimal cut of order 2 according to alternative architecture (D4.1)

From the description of the alternative dual chain architecture made in D4.1 (see Figure 3):

Each chain shall provide outputs in safety :
apportionment in section 3 are confirmed (see RA-App-Archi_2-07 and RA-App-Archi_2-10)..

The combiner function shall be designed to detect and isolate the failure of each chain and
shall be designed to avoid introduction of new faults: the safety requirements related to the
apportionment in section 3 are confirmed (see RA-App-Archi_2-08 and RA-App-Archi_2-09).
the safety requirements related to the

Independence between the two chains shall be ensured (see RA-App-Archi_2-10).
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|5.3 Quantitative analysis

|5.3.l High level system definition from D2.3

With the strong hypotheses given in Table 15, based on apportionment on Archi_1 (see Table 18), the
failure rate for the LOC-OB odometry system is calculated on the trees given in § 4.2:

This confirmed the apportionment defined in section 3.3.1 on Archi_1 to reach the safety target of

Lambda system:

3.35e-09

the system is difficult to put adapt on a single chain architecture.

A finer description of the functional internal architecture is necessary to obtain more accurate results
(see §5.3.2 and §5.3.3) and some assumptions shall be confirmed.

Event Description Probability Lambda ST
coverage
SF-003 fails to RA-RAMS-
provide FTA-01
information on RA-RAMS-
EOO1 the SCI - Vehicle Constant 1,00E-09 FTA-02
Locator (SCI-VL)
output interface
SF-002 fails to RA-RAMS-
provide FTA-01
information on RA-RAMS-
E002 the SCI - Vehicle Constant 1,00E-09 FTA-02
Locator (SCI-VL)
output interface
SF-001 fails to RA-RAMS-
provide FTA-01
information on RA-RAMS-
EOO3 the SCI - Vehicle Constant 1,00E-09 ETA-02
Locator (SCI-VL)
output interface
Compute RA-App-
integrity Archi_1-02
algorithm fails to .
E004 Exponential 2.5e-10
compute correct
confidence
interval
Compute RA-RAMS-
E005 integrity  uses | Exponential 2.5e-10 FTA-04
wrong Time data
SF-1xx fails to RA-RAMS-
receive FTA-02
EO06 information Constant 1,00E-09 RA-RAMS-
from CCN FTA-03
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o o Comments/

Event Description Probability coverage

Compute RA-App-

integrity Archi_1-02
EO07 algorithm fails to | Exponential 2.5e-10

use the correct

Map Data

Compute RA-App-

integrity Archi_1-02
E008 algorithm fails to | Exponential 2.5e-10

use the correct

Navigation data

LOC_OB_SF-305 RA-App-

Map Data Archi_1-05
E009 Processing fails | Exponential 1.25e-09

to provide safe

outputs

Compute RA-RAMS-
EO10 Navigation uses | Exponential 2.5e-10 FTA-04

wrong Time data

Compute RA-App-

Navigation Archi_1-01
EO011 algorithm fails to | Exponential 2.5e-10

compute correct

data

Compute RA-App-

Navigation Archi_1-01
EO012 algorithm fails to | Exponential 2.5e-10

use the correct

Map Data

FDE algorithms RA-App-
EO013 fails to compute | Exponential 5,00E-11 Archi_1-03

correct data
E014 i:ﬁets:tz WIONE | £y bonential 5,00E-11 E:\:&MS'

LOC_OB_SF--304 RA-App-

On-board Archi_1-04
EO15 Measurement Exponential 2,00E-10

fails to provide

safe outputs

FDE algorithm RA-App-

fails to use the Archi_1-03
EO16 correct on-board | Exponential 5,00E-11

measurement

data

Table 15: Probability of failure or failure rate of the events for High Level analysis
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5.3.2 Detailed system definition from D4.1

With the strong hypotheses given in Table 16, , based on apportionment on Archi_1 (see Table 18),

the failure rate for the LOC-OB odometry system is calculated on the trees given in §1.1:

As more detailed is given for this architecture on the interaction between the components, the results

Lambda system:

1.43e-07

is better (assumption of the failure rate of the whole measurement is better).

This confirmed the apportionment defined in section 3.3.2 for Archi_1 does not allow to reach the

safety target with a single chain, under the assumptions defined.

However, the safety target allocated to one of the chains of the alternative architecture Archi_2 can

be reached.

Besides the assumptions on the measurement modules and individual modules should be confirmed.

Description Probability Lambda ST
coverage
SF-003 fails to RA-RAMS-
provide information FTA-01
Foo1 on the SCI - Vehicle | OMStant 1,00E-05 RA-RAMS-
Locator (SCI-VL) FTA-02
SF-002 fails to RA-RAMS-
provide information FTA-01
E002 on the SCI - Vehicle | Constant 1,00E-09 RA-RAMS-
Locator (SCI-VL) FTA-02
output interface
SF-001 fails to RA-RAMS-
provide information FTA-01
E003 on the SCI - Vehicle | Constant 1,00E-09 RA-RAMS-
Locator (SCI-VL) FTA-02
output interface
SF-1xx  fails to II??:_R&MS-
EOO4 receive information | Constant 1,00E-09
from CCN RA-RAMS-
FTA-03
Safe digital Map RA-App-
E005 module fails to Exponential 1.256-09 Archi_1-05
compute  correct
information
Compute integrity RA-RAMS-
algorithm fails to . FTA-02
E006 compute  correct Exponential 2.5e-10 RA-RAMS-
confidence intervals FTA-03
Compute integrity RA-RAMS-
E0O07 use_s wrong internal Exponential 2.5e-10 FTA-04
Estimated
timestamp

LOC-OB External Interfaces Analysis
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o o Comments/
Description Probability Lambda coverage
Compute integrity RA-App-
E008 algorithm fails to Exponential 9 56-10 Archi_1-02
use the correct
Navigation data
Compute RA-App-
Navigation Archi_1-01
EO09 algorithm fails to | Exponential 2.5e-10
compute  correct
data
Compute
Navigation uses . RA-RAMS-
E010 wrong internal Time Exponential 2.5e-10 FTA-04
data
Compute RA-App-
navigation Archi_1-05
EO011 algorithm fails to | Exponential 1.25e-09
use the correct Map
Data
LOC_OB_SF-305 RA-App-
Map Data Archi_1-05
EO012 Processing fails to | Exponential 1.25e-09
provide safe
outputs
System Data FDE RA-App-
E015 algorithms fails to Exponential 5 00E-10 Archi_1-03
compute correct
data
System Data FDE RA-RAMS-
E016 uses wrong internal | Exponential 5,00E-10 | FTA-04
Time data
System Data FDE RA-App-
algorithm fails to Archi_1-03
E017 use the correct on- | Exponential 5,00E-10
board
measurement data
FDE GNSS does not LOC-OB-
E018 gi,ts;t oy o | Exponential 2,00-06 | FTAASS 2T
data
Wheel sensors . LOC-OB-
EO19 provide wrong data Exponential 1,00-03 FTA-Ass-29
FDE wheel sensor LOC-OB-
£020 does not detect Exponential 1,00E-03 FTA-Ass-29
errors on wheel
data
GNSS and EGNOS . LOC-OB-
E021 provide wrong data Exponential 2,00E-06 FTA-Ass-27

LOC-OB External Interfaces Analysis
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o o Comments/
Description Probability Lambda coverage
IMU provides . LOC-OB-
E022 E 2,00E-
0 wrong data xponential /00E-06 FTA-Ass-28
FDE IMU does not LOC-OB-
E023 detect errors on | Exponential 2,00E-06 | FTA-Ass-28
IMU data

Table 16: Probability of failure or failure rate of the events for detailed architecture (D4.1)

5.3.3 Alternative architecture solution analysis from D4.1

With the strong hypotheses given in Table 17, based on the apportionment on Archi_2, the failure

rate for the LOC-OB odometry system is calculated on the trees given in §1.1:
Lambda system: 5.89e-10

This confirmed that in the case of a dual chain architecture, the safety target of the system can be
reached under the conditions summarized in section 6.

Besides the assumptions on the measurement modules and individual modules should be confirmed.

Comments/

e 2 coverage

Description

Probability

LOC_OB_SF-312 " Combiner RA-App-

engine" fails to combine Archi_2-08
E001 outputs of both chains and to Constant 3,00-10

provide outputs in safety
002 _Chaln 1 fails to provide outputs Exponential 1.70-05

in safety

Chain 2 fails to provide outputs . RA-App-
EO03 in safety Exponential 1.7e-05 Archi_2-07

LOC_OB_SF-305 -Map Data RA-App-
E004 Processing fails to provide safe | Exponential 1.5e-10 Archi_2-05

output

LOC_OB_SF-107 - Acquire RA-App-
E005 Eurobal_lse Tele_gram Map sz\ta Exponential 1.50-10 Archi_2-06

Processing fails to receive

information from CCN
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6.1 Safety requirements

This section gives the synthesis of the safety requirements identified in this document.

First the safety requirements related to the apportionment according Archi_1:

Id RAMS requirements Comments
RA-A For Archi_1, the LOC_OB_SF-301 Compute
Archippl’-01 Navigation function shall be designed in SIL4
- with a TFFR < 0.25e-9 per hour on the output
RA-A For Archi_1, the LOC_OB_SF-302 Compute
ArchipFl’-oz Integrity function shall be designed in SIL4
- with a TFFR < 0.25e-9 per hour on the output
RA-A For Archi_1, the LOC_OB_SF-303 System Data
ArchipF1,-03 FDE function shall be designed in SIL4 with a
- TFFR < 0.5e-10 per hour on the output
For Archi_1, the LOC_OB_SF-304 On-Board
RA-App- Measurement function shall be designed in
Archi_1-04 SIL4 with a TFFR < 0.2e-9 per hour on the
output
RA-A For Archi_1, the LOC_OB_SF-305 Map Data
Archip';-os Processing function shall be designed in SIL4
- with a TFFR £0.125e-9 per hour on the output
For Archi_1, the LOC_OB_SF-107 Acquire | This safety requirement is to
RA-App- Eurobalise Telegram function shall be | discuss in regard to the system
Archi_1-06 designed in SIL4 with a TFFR < 0.125e-9 per | which provide the Eurobalise
hour on the output Telegram.

Table 18: List of safety requirements identified for apportionment on Archi_1

Second the safety requirements related to the apportionment according Archi_2:

Id

RA-App-
Archi_2-01

RAMS requirements

For Archi_2, the LOC_OB_SF-301 Compute
Navigation function shall be designed in SIL2
with a TFFR < 5.8e-6 per hour on the output

Comments

RA-App-
Archi_2-02

For Archi_2, the LOC_OB_SF-302 Compute
Integrity function shall be designed in SIL2
with a TFFR < 5.8e-6 per hour on the output
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RAMS requirements Comments
RAA For Archi_2, the LOC_OB_SF-303 System Data
Archiprz’-03 FDE function shall be designed in SIL2 with a
- TFFR < 0.8e-6 per hour on the output
For Archi_2, the LOC_OB_SF-304 On-Board
RA-App- Measurement function shall be designed in
Archi_2-04 SIL2 with a TFFR < 0.5e-5 per hour on the
output
RA-A For Archi_2, the LOC_OB_SF-305 Map Data
Archiprz’-os Processing function shall be designed in SIL4
- with a TFFR < 0.15e-9 per hour on the output
For Archi_2, the LOC_OB_SF-107 Acquire | This safety requirement is to
RA-App- Eurobalise Telegram function shall be | discuss in regard to the system
Archi_2-06 designed in SIL4 with a TFFR < 0.15e-9 per | which provides the Eurobalise
hour on the output Telegram.
RA-App- For Archi_2, each chain shall provide safe
Archi_2-07 output functions with TFFR < 1.7e-5 per hour.
RA-A For Archi_2, the LOC_OB_SF-312 Combiner
Archiprz,-os function shall be designed in SIL4 with a TFFR
- < 0.3e-9 per hour on the output
The time to detect the failure of
In case of two chains with two independent | each chain shall be identified in the
computation functions and two independent | specification of the combiner
RA-App- sets of sensors, a combiner function shall | function.
Archi_2-09 implement a mechanism to detect and
manage the failure of each chain in a given | A value of half an hour has been
limited time in view to provide safe outputs. | used in this analysis which gives
conservative value.
RA-A The two chains shall be designed with
Archiprz,-lo independent computation functions and
- independent sets of sensors.

Table 19: List of safety requirements identified for apportionment on Archi_2
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Finally, the safety requirements related to the interface analysis and the FTA:

LOC-OB, user equipment and provider
equipment shall use data exchange

RA-RAMS-
FTA-01 S mechanisms in accordance with the D2.4 See SpecSysReq[035] in [R10]
safety, security and interoperability
requirements.
LOC-OB shall provide its dataset in
RA-RAMS- compliance with the future TSI through
FTA-02 the SCI - Vehicle Locator (SCI-VL) D2.4 See SpecSysReq[036] in [R10]
interface with a 1.0e-9 < TFFR < 1.0e-8
per hour.
LOC-OB shall receive in safety data set See SpecSysReq[037],
from the neighbors’ on-board system SpecSysReq[038],
in compliance with the future TSI SpecSysReq[039],
through the dedicated SCI interfaces SpecSysReq[040],
RA-RAMS- | with a 1.0e-9 < TFFR < 1.0e-8 per hour. D2.4 SpecSysReq[041],
FTA-03 ' SpecSysReq[042],
SpecSysReq[043],
SpecSysReq[044],
SpecSysReq[045],
SpecSysReq[046] in [R10]
LOC-0OB shall embed a safe and secure
RA-RAMS- | mechanism to detect delays and time .
FTA-04 incoherencies a 1.0e-9 < TFFR < 1.0e-8 b2.4 See SpecSysReq[034]in [R10]
per hour.
RA-RAMS- | Intentionally deleted Transformed in  RA-App-
FTA-05 Archi_2-08
RA-RAMS- | Intentionally deleted Transformed in  RA-App-
FTA-06 Archi_2-09
RA-RAMS- | Intentionally deleted Transformed in  RA-App-
FTA-07 Archi_2-07
RA-RAMS- | Intentionally deleted Transformed in  RA-App-
FTA-08 Archi_2-10

Table 20: List of safety requirements identified.
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The table presents the synthesis of assumptions identified during this analysis of the LOC-OB.

chain architecture, and to cover RA-RAMS-
FTA-06, it is assumed that the combiner
function can detect and manage the failure of
each chain in less the 30 minutes.

LOC-0OB- Intentionally deleted

FTA-Ass-22

LOC-OB- This function covered the specific processing | Already defined in [R13]

FTA-Ass-23 | on the map data made in the core of the See § 2.5, function LOC_OB_SF-305
LOC-OB system. Map Data is provided by the
function LOC_OB_SF-101.

LOC-OB- In this document the measurement functions | Already defined in [R13]

FTA-Ass-24 | cover the sensors, measurement algorithms See § 2.5, function LOC_OB_SF-306,
and Fault detection and exclusion for a given | LOC_OB_SF-307 and LOC_OB_SF-308
technology.

LOC-OB- Intentionally deleted

FTA-Ass-25

LOC-0OB- Intentionally deleted

FTA-Ass-26

LOC-OB- For analysis on the chain 1, it is assumed that | See § 5.2.2 and 5.3.2

FTA-Ass-27 | the measurement information provided by (from information provided in [R14])
the GNSS + EGNOS sensor as a failure of
2.00e-6 per hour and the FDE associated as a
failure rate of 2.00e-6 per hour.

LOC-OB- For analysis on the chain 1, it is assumed that | See § 5.2.2 and 5.3.2

FTA-Ass-28 | the measurement information provided by (from information provided in [R14])
the IMU sensor as a failure of 2.00e-6 per
hour and the FDE associated as a failure rate
of 2.00e-6 per hour.

LOC-OB- For analysis on the chain 1, it is assumed that

FTA-Ass-29 | the measurement mforrT\atlon provided by See §5.2.2 and 5.3.2
the wheel sensor as a failure of 1.00e-3 per (from information provided in [R14])
hour and the FDE associated as a failure rate
of 1.00e-3 per hour.

LOC-OB- For analysis on the chain 2, itis assumed that | See § 2.4

FTA-Ass-30 | the second chain need balise information
provided in safety by the balise reader

LOC-OB- See §3.3.2

FTA-Ass-31 | For apportionment and analysis on the dual

Table 21: Assumptions
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|6.3 Open points

The following open points are remaining opened:

Open point #

Issue

It is to clarify when this
Initialisation function is

Action

Already defined in
[R13]

Status

Closed: this details
of function is not

LOC-OB-0OP-20 called and the exact| See & 2.5, function | considered in the
interaction with other | LOC_OB_SF-309 final version
functions.

Loc-OB-OP-21 It is to clarify how this | Already defined in Closed: this details
Track Edge ID | [R13] of function is not
determination function | See & 2.5, function | considered in the
is linked with the | LOC_OB_SF-310 final version
Navigation module, as it
seems there is a loop
between the function.

CLUG2.0 D4.1 does not

OP_01 _all describe  the  output
functions of the LOC-OB Updated
system

In D4.1, it
corresponds to
Closed “Safe Direction”
output of the
navigation function

OP 01 LOC-OB_FE_03 | M CLUG20 DAl Train |\ g
orientation is not defined

Covered by
OP_01_LOC-
Closed OB FE 03
OP_01_LOC-0B_FE_05 | NCtUGzO0Da1Reference )y, 0y
point is not described

InD4.1, it
corresponds to
“Balise ID” and

Closed

ose “MapNodeld”

output of the
navigation function
In D4.1, Track Edge
ID is provided by

Closed the core navigation

function and check
by the integrity
function
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Open point # Issue Action Status
In D4.1, FDE system
Closed provides inputs to
Control integrity
Confirmed in D4.1
Closed
Confirmed in D4.1
Closed
To clarify which time is
used and provided by FDE
functions, as the one
OP_01_FDE provided by GNSS is not Updated
the one shared with the
users or other inputs
Simplification for
Closed the D4.1 version

Table 22: Open points
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This document provides a high level external interfaces safety analysis but largely completed by a
safety functional system analysis of the LOC-OB system, identifying how the exchanged between the
LOC-0OB system and its environment and the internal functional blocks shall be designed to cover the
safety requirements already identified in the previous works, D2.1 [R8], D2.4 [R10] and D3.4 [R12].
This analysis provides too, via an apportionment approach, indications on the selection of safety
targets expected on the input measurement means to achieve the TFFR expected on the output
functions.

The analyses defined in this document are based on the description of the LOC-OB system given in
D2.3 [R9] and in D4.1 [R14], in one case with only one chain of computation and in the second case
with two chains and a combiner function.

From the apportionment and the qualitative and quantitative analyses, a set of requirements and
assumptions are deduced which can be resumed to:

- External exchanges of information with the system using or providing information, according to
SCl interfaces, shall be done with a TFFR =1.00e-9 per hour (for details see Table 20).

- Management of time-stamping of the information, shall be done in accordance to the user needs,
with a TFFR =1.00e-9 per hour.

- Inthe context of an architecture with a single chain as defined in D.4.1 [R14] and § 2.3, the internal
functions shall be designed in SIL4 with a TFFR < 1.0e-9 per hour on the output (for details see
Table 18).

- In the context of an architecture with two chains as defined in D.4.1 [R14] and §2.4, the internal
functions of each chain shall be designed in SIL2 with a TFFR < 1.0e-5 per hour on the output. The
Combiner function shall be design in in SIL4 with a TFFR < 1.0e-9 per hour on the output and shall
implement mechanisms to detect and isolate the faults between the chains (for details see Table
19).

- In the case of a dual chain architecture, both chains shall be designed with independent
computation functions and independent sets of sensors and a combiner function shall be defined
in safety to detect and isolate the faults of each chain. (see RA-App-Archi_2-09 and RA-App-
Archi_2-10).

The conclusion on this analysis, is that under the assumptions given in § 6.2, the detailed architecture
with one chain proposed cannot allow to reach the expected 1.0e-9 < TFFR < 1.0e-8 per hour on the
output functions. The alternative architecture with two chains (see § 2.4) allow to reach the expected
safety objective 1.0e-9 < TFFR < 1.0e-8 per hour on the output functions, if the safety requirements
listed in §6.1 on the chains and the combiner function are fulfilled.
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